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1.0 INTRODUCTION

1.1 The Data Protection Act 1998 (the 1998 Act) regulates the processing of personal information by the Corporation.  Personal information is defined as information relating to a living individual from which that individual can be identified.  It extends to all personal information held by the Corporation electronically and in some manual records. The 1998 Act regulates the “processing” of personal information which has a very broad meaning and includes obtaining, storing, using, disclosing and destroying.

1.2 The 1998 Act seeks to balance the protection of individual privacy with the business needs of the Corporation. In order to achieve this balance, the Corporation must comply with the Data Protection principles which are set out in the 1998 Act.  In summary these state that personal data shall:

· Be obtained and processed fairly and lawfully and shall not be processed unless certain conditions are met.

· Be obtained for a specified and lawful purpose and shall not be processed in any manner incompatible with that purpose.

· Be adequate, relevant and not excessive for those purposes.

· Be accurate and, where necessary, kept up to date.

· Not be kept for longer than is necessary for that purpose.

· Be processed in accordance with the data subject’s rights.

· Be kept safe from unauthorised access, accidental loss or destruction.

· Not be transferred to a country outside the European Economic Area, unless that country has equivalent levels of protection for personal data.

1.3 The 1998 Act came into force on the 1 March 2000. 

1.4 The Corporation and all staff must ensure that they follow these principles at all times.  In order to ensure that this happens, the Corporation has developed the Data Protection Policy.

2.0 STATUS OF THE POLICY

2.1 This policy does not form part of the formal contract for education. 

2.2 Any student who considers that the policy has not been followed in respect of their personal data should raise the matter with the Head of MIS.  If the matter is not resolved it should be raised as a formal complaint.

2.3 This policy is reviewed from time to time.
3.0 
NOTIFICATION OF DATA HELD AND PROCESSED

3.1 All students are entitled to: 

· Know what personal information relating to them the Corporation holds and the purposes for which it processes that information.

· Subject to any exemptions, gain access to their personal information.

· Know what the Corporation is doing to comply with its obligations under the 1998 Act.

3.2 Students will therefore be provided with information about the types of personal information held about them and the purposes for which the College holds it. 

4.0 PURPOSES

4.1 The Corporation needs to keep certain information about its students for the purposes of discharging its contractual obligation to provide education and training, including monitoring performance and achievements and discipline.  It is also necessary to process the information to comply with the Corporation’s statutory obligations (e.g. health & safety, child protection and disability discrimination legislation) and to discharge its obligations to its regulatory and funding bodies and government departments/agencies (e.g. the Learning ands Skills Council, Ofsted.)   

4.2 The Corporation may disclose personal information to the Learning & Skills Council, Ofsted and such other statutory, regulatory and government bodies in accordance with the requirements referred to in paragraph 4.1. 

4.3 The Corporation may also disclose to a current or prospective employer or sponsor information relating to a student’s attendance, performance, achievement and conduct.  

4.4 The student may take steps to prevent the College from processing information where to do so may cause the individual substantial damage or substantial distress (except where the processing is necessary to fulfil the Corporation’s contractual obligations to provide education and training or to comply with a legal obligation or in order to protect the vital interests of the student).

4.5 The College’s entry on the Information Commissioner’s Register of Data Controllers is No. Z700805X and can be found at:


http://www.esd.informationcommissioner.gov.uk/esd/DoSearch.asp.


This entry sets out in detail the purposes for which the College processes personal information.

5.0 SUBJECT CONSENT AND SENSITIVE PERSONAL INFORMATION

5.1 In some circumstances, the Corporation may be required to process sensitive personal information relating to its students.  Such processing usually requires the express consent of the student.  Sensitive information includes information relating to a person’s racial or ethnic origins (except where such information is used for monitoring purposes), political opinions, religious or similar beliefs, physical or mental health (except where the information is used for disability monitoring purposes), trade union membership, sexual life, commission or alleged commission of  any offence or information concerning related criminal proceedings.  

5.2 Some courses leading to a professional qualification require the College to assess the student as fit to practise the particular profession.  Those courses often require practical placements with employers, which may bring the students into contact with children and vulnerable adults (e.g. nursery nursing). The Corporation is therefore required to conduct criminal records checks via the Criminal Records Bureau on applicants for such courses and the fitness to practise requirements require successful applicants to report any convictions incurred while on the course.  The CRB checks will be conducted on recruitment and the information will be processed by the Corporation for the purposes of assessing the eligibility of the applicant for the particular course, his/her fitness to practise the particular profession or for the purposes of assessing risks to health & safety, and the information may be disclosed to those persons within the College who are responsible for making such assessments.  It may also be disclosed to placement providers. Applicants and students will be required to complete relevant consent forms. Places on such courses are provided and maintained on the basis of satisfactory CRB checks and continuing good character and failure to provide consent to processing this information may result in the offer of a place being withdrawn, failure to secure a necessary placement and/or removal from the course.

The Corporation also has a duty to take reasonable steps to accommodate disabled applicants and students.  In order to discharge this duty the Corporation will need to process information concerning applicants’ and students’ disabilities and will disclose such information only to those persons within the College who need to have access to it for the purposes of assessing what adjustments can reasonably be made to accommodate the disability and/or to assess fitness to practise issues.  The Corporation may disclose information relating to disability to placement providers for similar purposes.   While the Corporation acknowledges the right of an applicant or student to require that information relating to their disability remains confidential, failure to provide consent to processing this information may mean that the Corporation may not be able to make reasonable adjustments to accommodate the individual’s disability.

5.3 Sometimes it is also necessary to process information about a person’s health, unspent criminal convictions, race and gender and family details.  This may be to ensure the College is a safe place for everyone, or to operate other Corporation policies, such as the equal opportunities policy and this information will be disclosed to those persons within the College who have responsibility for such matters.  

6.0 RESPONSIBILITIES OF STUDENTS

6.1 All students are responsible for

· Checking that any information that they provide to the Corporation in connection with their studies is accurate and up to date.

· Informing the Corporation of any changes to information, which they have provided ie. changes of address.

· Checking the information that the Corporation will send out from time to time, giving details of information kept and processed about staff.

· Informing the Corporation of any errors or changes.  The Corporation cannot be held responsible for any errors outside of its control unless the student has informed the Corporation of them.

7.0 DATA SECURITY

7.1 All staff who come into contact with student data are responsible for ensuring that:

· Any personal data which they hold is kept securely.

· Personal information is not disclosed either orally or in writing or accidentally or otherwise to any unauthorised third party. 

8.0 RIGHTS TO ACCESS INFORMATION

8.1 Students have the right to access personal data about them that is being held by the Corporation either on computer or in certain manual files.  Any person who wishes to exercise this right should complete the College “Access to Information” form and return it to the Head of MIS.

8.2 In order to gain access, an individual may wish to receive notification of the information currently being held.  This request should be made in writing using the standard form.

8.3 The Corporation aims to comply with the requests for access to personal information as quickly as possible, but will ensure that it is provided within 40 days.

9.0 PUBLICATION OF CORPORATION INFORMATION

9.1 It is the Corporation policy to make as much information public as possible.  Under the Freedom of Information Act 2000, the Corporation has published a publication scheme, which provides details of information held by the Corporation and how an individual can obtain it.  The publication scheme is available on the College’s website.  


[Link to publication scheme]

10.0 RESPONSIBILITY FOR IMPLEMENTATION 

10.1

The Corporation is the Data Controller. The member of staff with ultimate responsibility for implementation of this policy and for compliance with the 1998 Act is the Director of ICT Resources.

10.2

The Head of MIS is responsible for the day-to-day matters related to data 
protection.  

11.0 RETENTION OF DATA

11.1 The Corporation will keep various information about students for various periods of time.  This will include information necessary in respect of attendance, achievement, success, destination, personal tutor notes, academic records and information required for references and for legal limitation periods.  A full list of information with retention times is available from the Head of MIS.

11.2 Any questions or concerns about the interpretation or operation of this policy should be taken up with the Head of MIS.

